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The National Cyber-Forensics and Training Alliance provides a neutral collaborative venue where critical confidential informEs

about cyber incidents can be shared discreetly, and where resources can be shared among industry, academia, and law




What We'll Cover

 Introduction to Malware

e Organized Crime on the Internet
« Pay-per-install Services

o Case Study

Objective:
To Understand How Malware is Utilized to
Advertise Fraudulent Pharmaceutical Websites




What is Malware?

Computer Viruses
Computer Worms
Trojans/Backdoors

Spyware/Adware

Malicious Software that does something the
user did not intend for it to do!



What Can Malware Do?
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aking Cyber Crime

FBI: Cybercriminals taking cues from Mafia
The FBI estimates eybercrime caostthe LS. moare than $67 hillion last year

By Raobert Mehillan, IDG Newes Service
August 07, 2006

Your Google search for “international carders alfiance” has brought you to this Info\World page.

Sign up today for the FREE
InfoWeorld Daily newsletter,

| understand and agree to the

i G
lE nter Email Address I SIGN UP Terms of Service and Privacy Policy

The Weh site offered to sell stalen credit card information for $100, but itwas the title ofthe poster that caught FEl agent Thamas ¥

Grasso Jr's attention. The cybercriminal identified himselfas a "Capo dicapo”-- a hoss of hosses, in Mafia parlance.

As maney has become the driving farce

Free ITresource behind online threats, cyber criminals have
Wirtualizstion Insight= from Top | heen taking a page from arganized crime,
Experts - Learn how adopting the same kind of organizational
virtualization gets real structures as these older crime groups,
Grasso told an audience Friday atthe Defcon
Spansored by Dell | hacker conference. Defcon immediately
follows Black Hat, its sister show.

FreeIT resource "This arganized crite group, Carderglaret, ibm.com/ibmaccess
TechMet More waystoknow | organized themselves into the same structure
i, share t, and keep trunning. | ag the Italian Mafia" said Grasso, a
supervisary special agent who works atthe

Sponsared by Microsoft | National Cyber Forensics & Training Alliance.

And the costs of cybercrime are steep, The
FBI estimates that it cost the 1.5, more than
F67 hillion lastyear, Grasso said.

To illustrate how sophisticated these oyber criminals are, Grasso then played a slick promational wideo offering Carderplanet
"husiness" services. It could easily have been mistaken for a legitimate [T consulting ad.

"Just sothere's no confusion here, these guys are not doing something legal" he told the audience after playing the wideo.

The Carderplanet¥eh site has now been shut down and the FBI is working with other law enfarcement agencies in eastern Eurape to

putthe graup completely out of business.

But Carderplanetis just one part of a larger confederation of online criminals called the International Carder's Alliance. They use known

YWieh sites and IRC {Internet Relay Chaty channels to coordinate their online attacks.
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Wirhere is this site?
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The Enemy is Worldwide...
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Soma 250 mg

90 pills x 250mg
+2 Free YWiagra pills

120 pills x 250rmg
+2 Free Wiagra pills

180 pills x 250rmg
+4 Free Wiagra pills

270 pills x 250mg
+4 Free Yiagra pills

Soma 350 mg

&0 pills x 350rmg
+2 Free YWiagra pills

90 pills x 350mg
+2 Free YWiagra pills

120 pills x 350rng
+2 Free Yiagra pills

180 pills x 350rmg
+4 Free Wiagra pills

270 pills = 250mg
+4 Frae Yiagra pills

Soma

Soma [Carizoprodol) is & muscle relaxant, used to relieve the pain

and stiffness of muscle spasms.

$47.22
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$0.52 per pill
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Viagra
Cur price; $1.15

More info

Cialis

Cur price: $2.18

More infa

Viagra Professional
o price; $3.73

hore infa

Cialis Professional
our price; $4.47

Mare info

Viagra Super Active
Cur price; $2.82

More info

10 x Viagra
100 mg
10 = Cialis
20 me

ORDER NOW
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MNew crypted exe's!

We solved problem with our

crypted exe's! Now they will
be updaiting every 3 days
and they will be i statas
every antivirus!

16/02/08:

Increasing rates!

We're increasing our price
for Usa *2( 50% ) Now any
mix of countries is about

}:l:l'I-. |

10/12/07;

Finally WE ARE WORKING!
Here's our main SITE, At
NUMerous regquests we've
cancelled system of
uniguenass! Mow

loadings irrespective of
others adverts!

&nybody can work: with our partnership program InstallsCash!

We pay $3 (asia) and much more for every 1000 installs!
You have to do only one thing! Put a short one lig same code on ur page(s) and START MAKING
MOMEY!

3 cheat and system of uniguenes

o have your own exe,
the total traff OR $4-§15 FOR 1000 UNIQUE

ou won't lose your unigue visitors with us! You ¢
We have the best percentage of installs (10-40%
WISITORS)

3 reliable high-speed servers!

Real-time statictic of!

Payment via: Fethard, Webmoney, Wire,
Epassporte

Maore than 200 webmasters
Friendly support service!
We have four-year experieance!

WE PAY WITHOUT ANY DELAY!

Individual approach to everybody!

Everyone's working with us, &nd that's the main thing for Your decision!

E-gold, Western Union (WU}, MoneyGram, Anelik: and

worl: with us already!

glad,

Get video | @

¥/ finjan B2

21.7 MB [ 24 MB



Spam Sample

I am a underwear model, and in our industry, everyone uses this.
http//www.wisodene.com/




Who is Our Badguy?

dig mdinne ivigus
Free Shipping on
Orders Cwver $99

v, Canadalbrugs com

Canada RX Drugs
Online

Buy Prescriptions
and Sawve over 70%
Wy'e WYill Beat All
Competitors Prices

CanadianPharmacyhieds.

Rx Meis - Free
Shipping

USA online meds.
Free Shipping
1-800 Support. All

orders processed
AmericanRxleader.com

Canadian
Pharmacy Online
Canadian Pharmacy
Online Directory.
Find Canadian
Pharmacy Online
Fast.

TopSellinglrugs. com

Buy Advantage
Online
Arnerica's Largest

0 Title

Canadian Meds Lic

(&0 Description

Excerpted from the wehsite:

Geherlc means waing a diferent name for the same ingredients. The contents of the pilla are absoiutely
the same in our generic version and the branded analogue.

read more

&1 Address

200-1765YY 8th Ave
Wancouver BC WEJ 5CE Canada

0 Contact

Canadian Meds Lic

info@thecanadianmeds.com

0 Logos

Canadian Meds /'

0 Additional Information

1>



Russian Business Network

washingtonpost.com

NEWS | OPINIONS | SPORTS | ARTS & LIVING | Discussions | Photos & Yideo | City Guide | CLASSIFIEDS | JOBS | A

Shadowy Russian Firm Seen as Conduit for Cvbercrime

B Brian Erehs
washingtonpost. com Staft Witer
Saturday, October 13, 2007, A15

A1 Internet business based in =t Petersburs has become a world hub for Web sites devoted to
computer security experts. They say Eussian authorities have prowided little help i efforts to sl

The Eusszian Business Netwc-r]a(se]ls Webk site hosting to people engaged i critmnal actinty) the

(Groups operating through the company's computers are theught to be responsible for about halt
which cvbercrooks use e-mail to lure people mte entering personal and financial data at falce co

e group of phishers, kknown as the Eock Group, used the company's networle to steal about
repott by Verisign of Mountamn View, Calif | one of the world's largest Internet security firms.

In ancother recent report, the Cupertine, Calif -based secunty firm Svmantec said that the FEussiz
catrty out a major pottion of the world's cybercrime and profiteering.
http://www.washingtonpost.com/wp-dyn/content/article/2007/10/12/AR2007101202461_pf.html




Complex and Organized
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Crimes Overlap
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Questions

Matthew Ziemniak
Program Director- Cyber Operations

National Cyber-Forensics and Training
Alliance

mziemniak@ncfta.net
412-802-8000 ext. 229




