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What We’ll Cover

• Introduction to Malware
• Organized Crime on the Internet
• Pay-per-install Services
• Case Study

Objective:
To Understand How Malware is Utilized to 

Advertise Fraudulent Pharmaceutical Websites



What is Malware?

Computer Viruses

Computer Worms

Trojans/Backdoors

Spyware/Adware

Malicious Software that does something the 
user did not intend for it to do!



• Record your keystrokes

What Can Malware Do?

Hi John,
Let me tell u a big 
secret about our 
company…

• DDOS Websites• Host Fraudulent Websites• Send Spam



Taking Cyber Crime 
Seriously

http://www.infoworld.com/article/06/08/07/HNcybercriminals_1.html
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Organized Crime on the 
Internet

• This is a business: hundreds of millions of $$ in 
profits

• Seriously organized: solid business models, 
complex network infrastructures with 
redundancy plans

• They are worldwide
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Organized Crime In The 21st Century

International 
Carder’s 
Alliance

International International 
CarderCarder’’s s 
AllianceAlliance



The Enemy is Worldwide…

Spammers 
and 

phishers

Spammers 
and 

phishers

Banking 
trojans

Banking 
trojans

Exploits, trojans, 
botnets, spam, 

targeted attacks,
extortion

Exploits, trojans, 
botnets, spam, 
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and 
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Pay to Hack Service

<iframe src=“sitehacked.com/b.js”</iframe>
Buy Viagra Cheap





Spam Sample



• Individual involved with installscash also 
advertises www.canadianmedsworld.com

• Registrant:
PHARMOS LIMITED
177 WHALLEY RANGE
BLACKBURN, LANCS BB1 6NL
GB
+1.8882817722

Who is Our Badguy?

Registrant: Pharmos
LTD Leningradsky prt, 
143, 26 Moscow, MSK 
149501 RU 1 888 281 
7722 Domain Name: 
PHARMOSLTD.COM



Russian Business Network

http://www.washingtonpost.com/wp-dyn/content/article/2007/10/12/AR2007101202461_pf.html



Complex and Organized



Crimes Overlap
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